
 

   CYBER SECURITY ALERT    
Think Before You Click! 

 

Common Threats 
 

• Increasing sophisticated fake emails, SMS, WhatsApp, or MS Teams messages 

• Malicious links and QR codes 

• Messages or telephone calls impersonating banks, suppliers, couriers, media, 

travel or retail staff, government departments, business owners and or 

colleagues 

 
The Goals of Cyber Criminals  
 

  Steal passwords, banking details, sensitive company and or personal 

information 

  Downloading harmful software (malware) 

  Trick you into making fraudulent payments 

 

Warning Signs 
 
   Creates panic, urgency or threats ("Your account will be suspended today!") 

   Requests for sensitive information, e.g. passwords, banking details, OTPs 

   Unexpected attachments or links asking you to sign in 

  ”Urgent” electronic communication after-business hours or shortly before 

closing  

   Use a QR code that takes you to a payment or login page 

   Poor spelling or unusual wording 

   Unfamiliar sender address 

 



 

Before you Click, STOP AND CHECK 
 
   Verify all senders by phone using trusted contact details 

   Hover your mouse over links before clicking 

   Type the company's website address directly into your browser 

   Confirm, in person, banking details with a known contact 

   If you receive a phone call from “your bank” warning you of “a fraudulent 

transaction”, end the call immediately and phone your bank and verify 

   Transact on online platforms by only using virtual bank cards  

   Keep your antivirus and software updated 

  Reset your password immediately when you suspect that you have 

compromised your log-in details 

   Immediately report all suspicious messages / financial transactions / stolen 

electronic devices linked to the intranet 

 

Don’t: 
 
  Click suspicious links 

  Scan unknown QR codes 

  Share sensitive company / personal information onto open / freely    

accessible artificial intelligence platforms 

  Open unexpected attachments 

  Share passwords or One-Time PINs (OTPs) 

  Trust a message simply because it looks professional 

  Entertain “agents” calling you “from your bank”. Verify by phoning the bank 

using a trusted contact number 

 
 
 



 

IF YOU ARE UNSURE, CONTACT US  
 

support@implyit.co.za / 031-571 1500  
 

Protecting your business starts with a moment of caution. 

 

Think. Verify. Then Click. 
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